
HARMAN
Android Automotive
Security Suite

• Scans Android applications (APKs) for 
security risks and vulnerabilities

• Detects Android firmware 
misconfigurations and bad security 
practices

• Integrates with the development 
build process, or used closer to the 
deployment date

• Detects known attacks and 
unexpected behaviors in real time

• Enables quick risk mitigation with no 
firmware update

TOP LINE BENEFITSGoogle’s Android Operating System is the most popular operating system used 
today. Its open-source nature enables adaption to a wide range of devices, it is 
backed by a strong company and an even stronger community of developers 
and has proven maturity and stability since it came out in 2008.

Some automakers are quick to adopt Android as the leading operating system 
for their in-vehicle-infotainment (IVI) and digital-cockpit systems (DC), hoping to 
capitalize on the OS’ maturity in mobile devices and existing eco-system.

However, Android OS was never designed for the automotive industry. While 
some Android features are directed for this market, these are add-ons, and not 
part of the OS’ core. This shortcoming becomes more evident as we look into 
security and privacy in the context of a moving vehicle.

Android brings new threat scenarios to the automotive industry. The 
introduction of apps provided by external vendors increases the chances 
of vulnerable code running on the vehicle, and apps converted from mobile 
usage may consume extensive system resources and distract drivers. The 
introduction of in-vehicle app stores tempts threat actors to infiltrate it with 
malicious apps, as observed on Google Play. Android vulnerabilities are 
regularly published and quickly patched, but in the automotive industry  
where patch cycles are slow, these published vulnerabilities serve as a map  
for attackers to get in. 

HARMAN’s Automotive Security Suite bridges this gap and provide automakers 
with a secure way to introduce Android OS into the vehicle. 
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Consumer
Experiences.
Automotive
Grade.

HARMAN Automotive
At HARMAN, we believe cars should be for living, not just 
driving. We’re satisfying the drivers’ hunger for cutting- 
edge technology, while putting OEMs back at the helm  
of providing great consumer experiences.
With over a half century of experience delivering 
solutions at the highest caliber, HARMAN Automotive 
provides human-centric solutions based on  
exceptional standards.  
Our solutions are human-centric, conceptualized  
by getting inside the minds of drivers and passengers  
alike to deliver the great experiences they love. We  
are focused on building city intelligence and delivering  
safer communications between the car and its environment 
to satisfy the growing need for connectivity. 
We’re staying ahead of drivers and passengers – and the world around them.  
Consumer Experiences. Automotive Grade.



Enhance App security
Verify that 3rd party apps adhere to strict cybersecurity design and guideline. Provide detailed steps and measure’s to  
secure each app.

Security Control Center
An end-to-end system helping with the 
biggest challenge of all – mitigation 
of newly found cybersecurity risks. 
HARMAN’s novel and unique approach 
to mitigation requires no modification 
to the firmware running on the vehicle 
and enables effectively mitigating risks 
such as newly discovered vulnerabilities 
in installed apps or Android system, 
discovery of malicious components in 
the system, attacker’s reconnaissance 
activity and more.

Android Security Advisor
Advanced scanning framework 
designed to find and highlight 
automotive risks in Android-related 
artifacts. The APK Validator scans 
APKs and provides an automotive 
grade score based on their handling 
of privacy, performance, possibility of 
driver distraction, secure coding and 
malicious intents. The Firmware validator 
scans a complete Android firmware 
and highlights security issues such as 
SELinux misconfigurations, problematic 
cryptographic materials, missing security 
hardening, risks resulting from increased 
attack surfaces and more.

Android Security Agent
The on-board agent continuously 
monitors Android apps and system, 
looking for deviations from predefined 
behavior. An app predefined behavior 
may include app’s memory/CPU usage, 
app’s network and traffic usage, 
app’s requested/granted permissions, 
etc. The predefined behavior can be 
manually configured, yet to achieve the 
best results it is recommended to use 
HARMAN’s Android Security Advisor to 
automatically generate the predefined 
behaviors of the apps.

Your trusted Cybersecurity partner
HARMAN has developed an innovative methodology and framework to alleviate the current challenges and offers automotive 
cybersecurity products. The framework includes identifying all cybersecurity risks, assessing their impact level, probability and 
other factors. HARMAN’s Android Automotive Security Suite offers seamless integration with Harman’s OTA solution as well 
as HARMAN’s Cybersecurity Analytics Center (CSAC) and Vehicle Security Operation Center (VSOC). With over a decade of 
providing infotainment systems, and hundreds of thousands Android based ECUs deployed, HARMAN has vast expertise and 
specific domain knowledge in both automotive infotainment, Android Automotive and Cybersecurity.

Protect store users from malicious apps
Protect against intentionally malicious 3rd party apps masquerading as legitimate ones, similar to the ones constantly found  
on Google Play and other application stores, harming users once downloaded and installed.

Avoid Android misconfigurations
Automatically detect weak spots and misconfigurations in Android builds. While very powerful, Android security scheme is
complex to correctly configure, and even a small mistake can become an attacker’s way into the system.

Mitigate risks of newly published vulnerabilities
Quickly mitigate potential risk to the vehicle and its passengers caused by new vulnerabilities and exposures.
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HARMAN
More than 50 million automobiles on the road today are equipped with HARMAN audio and connected car systems.  
Our software services power billions of mobile devices and systems that are connected, integrated and secure across all 
platforms, from work and home to car and mobile. HARMAN’s latest innovations leverage Samsung’s connected lifestyle and 
hardware expertise, allowing automakers to create an ecosystem of unique, smart, enhanced and rich in-vehicle experiences. 
Together HARMAN and Samsung are architects of experience, designing the most intuitive and immersive interactions with  
in-vehicle technology. HARMAN is a wholly-owned subsidiary of Samsung Electronics Co., Ltd.

car.harman.com

FEATURES & BENEFITS

ABOUT THE ANDROID AUTOMOTIVE SECURITY SUITE
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