
HARMAN Automotive
Cybersecurity
Advisory Services
WP.29 Cybersecurity Regulation

• Nearly a decade of automotive 
expertise in cybersecurity

• A dedicated team leading  
regulatory compliance

• Active involvement in committees for 
defining automotive standards (SAE 
J3061 and ISO/SAE 21434)

• Active engagement in industry 
organizations promoting knowledge 
sharing and collaboration, such as 
the Auto-ISAC (US)

• A suite of consulting packages 
aligned with WP.29 regulations 
for both Software Updates and 
Automotive Cybersecurity

KEY BENEFITS OF USING HARMAN 
AUTOMOTIVE CYBERSECURITY 
ADVISORY SERVICES:

The cyber risk of connected cars has become clear to OEMs over the past 
few years. They understand the need to manage the cyber risks of hyper 
connectivity to prevent data breaches between the car and the cloud, identify 
vulnerabilities from the ECU to the vehicle level, and ensure system safety and 
integrity. Major efforts in cybersecurity are being made, including adopting 
different practices, recruiting the best cybersecurity experts and making 
financial investments in various solutions. All these actions are altering the 
automotive ecosystem.

Now, the regulatory framework for the United Nations Economic Commission 
for Europe (UNECE) is changing. The new regulation will have a significant 
impact on vehicle manufacturers operating in WP.29 member countries. 
The regulation mandates an organizational change within OEMs to have 
full visibility into security risk management, including the formation of a 
security-minded structure with proper processes, specific roles and expertise, 
managerial oversight and more. In most countries, WP.29 went into effect in 
January 2021. The immediate implication is that OEMs will be responsible and 
liable for the compliance of their entire supply chain. This change will apply to 
all its passenger cars, vans, trucks and buses.
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Consumer
Experiences.
Automotive
Grade.

HARMAN Automotive
At HARMAN, we believe cars should be for living, not just 
driving. We’re satisfying the drivers’ hunger for cutting- 
edge technology, while putting OEMs back at the helm  
of providing great consumer experiences.
With over a half century of experience delivering 
solutions at the highest caliber, HARMAN Automotive 
provides human-centric solutions based on  
exceptional standards.  
Our solutions are human-centric, conceptualized  
by getting inside the minds of drivers and passengers  
alike to deliver the great experiences they love. We  
are focused on building city intelligence and delivering  
safer communications between the car and its environment 
to satisfy the growing need for connectivity. 
We’re staying ahead of drivers and passengers – and the world around them.  
Consumer Experiences. Automotive Grade.

Countries party to the 1958 
agreement (as of December 2018)

Source: UNECE, World Forum For Harmonization of 
Vehicle Regulations (WP.29),  
How it works - How to join it, Fourth Edition
https://unece.org/sites/default/files/2020-12/WP29-
BlueBook-4thEdition2019-Web_0.pdf

https://unece.org/sites/default/files/2020-12/WP29-BlueBook-4thEdition2019-Web_0.pdf
https://unece.org/sites/default/files/2020-12/WP29-BlueBook-4thEdition2019-Web_0.pdf


The cybersecurity regulation of WP.29 is constructed in two parts:

HARMAN Service Offerings for WP.29 are listed below:

1. Cyber Security Management System (CSMS) – Organization-level processes and responsibilities to treat risk associated 
with cyber threats to vehicles and protect them from cyberattacks. The CSMS should be applied to the following product 
lifecycle phases: development, production and post-production.

2. Type Approval – Implementation of the security processes defined in the CSMS on a specific vehicle type.
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HARMAN
More than 50 million automobiles on the road today are equipped with HARMAN audio and connected car systems.  
Our software services power billions of mobile devices and systems that are connected, integrated and secure across all 
platforms, from work and home to car and mobile. HARMAN’s latest innovations leverage Samsung’s connected lifestyle and 
hardware expertise, allowing automakers to create an ecosystem of unique, smart, enhanced and rich in-vehicle experiences. 
Together HARMAN and Samsung are architects of experience, designing the most intuitive and immersive interactions with  
in-vehicle technology. HARMAN is a wholly-owned subsidiary of Samsung Electronics Co., Ltd.

car.harman.com

Training and Knowledge  
Package (1 month)

Gap Analysis (2 months) Full Support Services (6 months)

Training, education and knowledge 
sharing on cybersecurity processes 
relevant to WP.29 CSMS, starting from 
the basic security process and on to 
specific WP.29 CSMS requirements.

HARMAN Security Architects will analyze 
the OEM’s existing organizational 
processes for WP.29 compliance, 
indicating the gap that needs to be filled 
for CSMS certification readiness.

HARMAN Security Architects will 
provide full support for WP.29 CSMS 
certification including gap analysis and 
recommendations, preparation for full 
certification audit and support for post- 
audit activity.

Your trusted Cybersecurity partner
HARMAN works with vehicle manufacturers and mobility service providers to drive digital expansion while managing risks, 
without hindering growth. As a pioneer in automotive cybersecurity with years of expertise, HARMAN is a trusted cybersecurity 
partner to vehicle manufacturers globally. With cutting-edge cybersecurity products and solutions, OEMs can deliver innovative 
in-vehicle experiences while mitigating risks associated with system vulnerabilities, preventing data breaches and managing 
threats to the systems’ integrity and safety.

In addition, HARMAN Cybersecurity Advisory Services also offers seamless integration with the HARMAN OTA solution. HARMAN 
has vast expertise and specific domain knowledge to navigate the regulatory rules with its OEM customers. The Cybersecurity 
team’s diverse set of skills includes white hat hackers, and security experts in hardware, operating systems (OS), applications, 
embedded systems, networks, applied cryptography and mobile communication–all specializing in automotive domains.


