
HARMAN and Samsung enable a seamless 
experience in communication, entertainment, 
mobility, and productivity. Becoming another 
living space in a consumer’s connected lifestyle, 
all solutions follow the connected car vision.

THE CONNECTED CAR VISION

Smart, intuitive and personalized

Seamless and open collaboration

Secure and future proof in the cloud

Scalable performance and design

Automotive Software 
Vulnerability Management: 
The Challenge of Visibility 
Performing risks assessments at the vehicle software component level is challenging for
numerous reasons. The amount of code involved is staggering, access to the code may be
restricted and the overall process depends on all the players in the automotive OEM’s 
complex supply-chain.

Automated scanning of binaries can reduce the challenge into manageable scales. Combined with 
HARMAN OTA Solution, an OEM’s binaries repository can now benefit from a periodic scanning 
of all components under management. With the continuous update of threat intelligence 
database of Common Vulnerabilities and Exposures (CVEs) and proprietary threats data, 
OEMs can quickly be notified of zero-day vulnerabilities and assess their impact on vehicles 
that are in production. 

IDENTIFY AND MANAGE 
COMPONENT-LEVEL 
VULNERABILITIES
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SOFTWARE 
VULNERABILITY 
MANAGEMENT

Key highlights
• Automated scanning of binaries before update campaigns are activated

• An up-to-date security score to help OEMs identify risk level in deploying software components

• Continuous monitoring of deployed binaries, identification and alerting of zero-day vulnerabilities

• A full impact analysis at the binary level to assess the level of an OEM's fleet exposure
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Binaries Vulnerability Scan

24/7 Visibility

Increase visibility into the binaries and potential vulnerabilities 
The new cybersecurity add-on to HARMAN OTA solution allows the automated triggering of scanning of binaries for cybersecurity vulnerabilities, 
provides a cybersecurity “risk score” to binaries under HARMAN’s OTA solution management and support campaign initiation decisions. 
An automotive OEM has little visibility into the source code and potential vulnerabilities that lie within it. With this HARMAN add-on, OEMs will 
now be able to be alerted on component-level vulnerabilities throughout the supply chain, and further assess the risk and impact of zero-day 
vulnerabilities while shortening response time from identification to full recovery.

Response can be 
provided by  

HARMAN AOC

OTA operator can asses 
the impacted vehicles 
from this vulnerability

Once vulnerability 
is discovered, OTA 
operator is alerted

Binaries are regularly 
tested for new 
vulnerabilities

OTA Operator  
initiate a new software  

campaign

If security score is low, 
new update can be 
requested from the 

supplier

Once vulnerability is 
discovered, a security 
score is presented

Binaries are tested for 
new vulnerabilities

New binaries are  
added to OTA software  

repository

OTA maintains  
information on vehicle  

HW and software  
versions

More than 50 million automobiles on the road today are equipped with HARMAN audio and connected car systems.  
Our software services power billions of mobile devices and systems that are connected, integrated and secure across all 
platforms, from work and home to car and mobile. HARMAN’s latest innovations leverage Samsung’s connected lifestyle and 
hardware expertise, allowing automakers to create an ecosystem of unique, smart, enhanced and rich in-vehicle experiences. 
Together HARMAN and Samsung are architects of experience, designing the most intuitive and immersive interactions with 
in-vehicle technology. HARMAN is a wholly-owned subsidiary of Samsung Electronics Co., Ltd.
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